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Test . Take advantage of it here:

https://www.truadvantage.com/cyberaudit/ 
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73% of organizations have experienced a successful 
ransomware attack in the past 12 months



Current ransomware success rate model



Recovery Time Objective / Recovery Point Objective

Point of Time

01
Point of Time
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Point of Time
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Last point where system is in 
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System is recovered and clear 

of malware

Malware hits and there is no 

room for negotiation, system 

renders unusable.
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Acceptable Amount of Lost Data Acceptable Amount of Lost Time



Do you feel your organization is adequately protected 
against Ai-powered ransomware attacks?

POLL ALERT!

Let us know using the poll launched on your screen 
for a chance to win some Barracuda MSP Swag!



Time for a lot of damage to take place 

How long does it typically take for resolution

Typical BEC resolution 1 – 2 months

Identity Theft resolution 3 – 4 weeks

Malware infection resolution 3 – 4 weeks

Insider Threats resolution 3 – 6 months

Extortion resolution without XDR Unknown



Essential cybersecurity hygiene for business

4

Reduce 

response time

Build concentric 
rings of security

2

Monitor 

environments

3

Secure people, 

process, and 

technology

5

Establish what 

needs to be 

protected

1



AI evolution

1950s 1960s 1970s 1980s 1990s 2000s 2010s 2020s

Machine Learning
1997
Subset of AI that enables machines to learn from 

existing data and improve upon that data to make 

decisions or predictions

Artificial Intelligence
1956
The field of computer science that seeks to create 

intelligent machines that can replicate or exceed 

human intelligence

Deep Learning
2017
A machine learning technique in 

which layers of neural networks are 

used to process data and make 

decisions

Generative AI
2021
Create new written, visual, and 

auditory content given prompts 

or existing data

Artificial Intelligence

Machine Learning

Deep Learning

Generative AI



AI is a game changer for the attackers

Sheer volume of 
attacks due to 

automation

Targeting made 
easier

Simplified 
customization / 
personalizing  of 

attacks

Code-generation to 
exploit vulnerabilities



MITRE – depth & breadth



How AI will change ransomware attacks

Account 
credentials

Ransom
demand

Lateral
movement

Network
compromise 

Data
exfiltration



Examples



ChatGPT turning 
into HAL 9000



Does your organization leverage artificial intelligence 
technologies to be more efficient?

POLL ALERT!

Let us know using the poll launched on your screen 
for a chance to win some Barracuda MSP Swag!



But it’s not all bad news



Generative AI can help protect in these areas

Account 
credentials

Ransom
demand

Lateral
movement

Network
compromise 

Data
exfiltration

Generative AI



• More targeted and personalized security awareness training

• Analyze large amount of data more efficiently, and keep us focused on 
real threats

• Correlation of signals across multiple attack surfaces for early 
detection

• Natural language-based query builder to extract useful data

AI is a gamechanger for ransomware protection 



How long does it typically take for resolution

Typical BEC resolution

 (gateway only)
1 – 2 months 1 – 2 hours

Identity Theft resolution 3 – 4 weeks 1 – 2 hours

Malware infection resolution 3 – 4 weeks
~ 1 hour

Insider Threats resolution 3 – 6 months ~ 4 hours

Extortion resolution without XDR Variable > 24 hours

Without XDR With XDR



A 24x7x365 service that protects common 
attack surfaces including endpoints, email, 
cloud, network, and servers. It integrates 
with your existing infrastructure to provide 
easy visibility. 

Benefits:

• Proactively triages events to identify true positive alerts

• Correlate data across major attack surfaces to detect 
threats

• Remediate threats quickly and effectively to reduce 
damage

• Gain financial coverage due to spear 
phishing, ransomware, and business email compromise

Introducing Cybersecurity-as-a-Service



Does your organization leverage a Security Operations 
Center to monitor one or more layers of your IT 

environment?

POLL ALERT!

Let us know using the poll launched on your screen 
for a chance to win some Barracuda MSP Swag!



Initial Access Lateral Movement/Encryption Containment/Recovery

7/31

• Anydesk RMM tool used for lateral movement,

• Firewall and EDR disabled,

• Usage of MimiKatz and psexec for lateral movement,

• Legitimate files being used to masquerade malicious 

files,

• Deletion of logs

• Compromised users used file shares to distribute 

ransomware files.

8/1

Client started recovery 

process and restored from 

back up(1 week back) we 

met with client 2x a day 

for 2 weeks to ensure 

recovery is on track!

Incident – BlackByte Ransomware

Signs of threat actor in 

environment since 7/20 with 

attempts to modify  antivirus 

in use

8/1

Recommendations Provided:

• Onboarded Barracuda  XDR services 

• Recovered from healthy backups

• Contact local authorities/FBI

• IOCs to block

Start log analysis on servers:

• 10+ servers analyzed

8/1

Encryption of critical servers and 

domain controls. The network was 

shut down.

Barracuda was contacted for 

assistance.

Possible point of compromise:

VPN Brute force due to no MFA or exploitation of public-facing 

IPs  and vulnerabilities
Ransomware Incident

8/15

Fully recovered!



• Protect your environment

• Recovery Plan

• Asset Management

• User Training

• Leverage XDR

Ransomware Protection Recommendations



Next steps

Talk to your Managed Service Provider to learn more about:

• cybersecurity-as-a-service to protect your organization against ai-
powered ransomware attacks.

• Barracuda Cyber Warranty to help with recovery in the event of an 
attack.



Resources



Amazon Gift Card Raffle



Free to our Audience:

Currently we are offering a completely free Security Audit and Penetration 

Test . Take advantage of it here:

https://www.truadvantage.com/cyberaudit/ 

Please send your questions to Kayvan@truadvantage.com

To have a quick chat regarding this webinar, our IT services, 

or our free IT Audit please schedule a quick chat here: 

www.truAdvantage.com/QuickChat 

Join our future Power-Hour Webinars and Workshops: 

TruAdvantage.com/power-hour

https://www.truadvantage.com/cyberaudit/
mailto:Kayvan@truadvantage.com
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Thank You
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